Abstract: Risk assessment is a major part of the ISMS process. In a complex organization which involves a lot of assets, risk assessment is a complicated process. In this paper, we present a practical model for information security risk assessment. This model is based on multi-criteria decision-making and uses fuzzy logic. The fuzzy logic is an appropriate model to assess risks and represents the practical results. The proposed risk assessment is a qualitative approach according to ISO/IEC 27005 standard. Main objectives and processes of business have been considered in this model and assessment of risk has been done in managerial and operational levels. This model was performed completely in the information technology section of a supply chain management company and the results show its efficiency and reliability.
INTRODUCTION
Today, many organizations and companies use information systems and network frameworks on a large scale, thus IT dependency is increasing daily. Security is one of the most important issues for the stability and development of these systems. Therefore, most organizations invest in this area and are establishing Information Security Management Systems (ISMS). Although many organizations understand the importance of security, many could not find an efficient solution to implement an ISMS.
The main process of an ISMS implementation is risk assessment [1, 2] . Risk assessment provides organizations with an accurate evaluation of the risks to their assets. It can help them prioritize and develop a comprehensive strategy to reduce risks. Information security risk assessment does not have an old history. There are some standards and methodologies for risk assessment, such as NIST and ISO27001, but while they explain general principles and guidelines, they do not give any implementation details [3] . This may cause ambiguities to the users [4] . A practical model for information security risk assessment is presented in this paper; it can be used by various organizations. Considering the limitations of quantitative approaches, this model recommends a qualitative method based on expert opinions and fuzzy techniques for information security risk assessment. The relevant knowledge from human experts is stored as rules database in order to apply fuzzy logic and infer an overall numerical value [5] .
The paper is organized as follows: first, we will investigate earlier work, and several existing methods for risk assessment will be introduced. Fuzzy modeling is illustrated in Section 3. The proposed model will be discussed in Section 4. Experimental results are presented in Section 5. Section 6 concludes the paper.
RELATED WORK
Multi-criteria decision-making (MCDM) for risk assessment have been applied to many issues such as risk of E-business development, software development, groundwater contamination, forestry, health centers and etc. Different methods have been used in determining the level of risk, most often based on measuring the impact of risk. Likewise some proposed techniques use predefined rulebased techniques. Information security risk assessment has a recent history, and related standards and methodologies are in progress.
Zhao et al. [6] evaluated network security risk by using probabilities, impact severity, AHP techniques and Shannon entropy technique. Decisions were made using fuzzy logic through linguistic variables. Shannon entropy technique was also applied in weighting decision matrix. Shannon entropy technique is useful to prioritize risks but cannot be used in calculations to determine the risk level.
Guan et al. [7] assessed risks according to the likelihood and impact factors of threats. In this method, risk factors are determined according to standard ISO17799 categorization. Then, it is assumed that determining the likelihood of each risk is similar to determining the weights in pairwise comparisons in the AHP method. Based on this view, the likelihood or weight of each risk factor is being determined using expert opinions. On the other hand, the vulnerability of each Information asset for each risk factor is considered equal to its impact severity, which takes its relative value from experts through linguistic variables. An important point in this paper is its assumption which should be thought about. The causes of similarity between weights of risk factors and their occurrence likelihood have not been defined in this paper. Also, the reason for considering the vulnerability of an asset to a risk factor as its impact severity is not clear. As mentioned in [1] , the vulnerability is assumed to be a determining factor of likelihood of risk, rather than its severity impact.
Hwang and Yoon [8] proposed the simple additive weight (SAW) method which is the most widely used in multi-criteria decision-making. This technique obtains a weighted sum of the performance ratings of each alternative under all attributes. In the first step of this method, it scales the values of all attributes to make them comparable and eventually it sums up the values of the all attributes for each alternative [9] .
Wang and Elhag [10] proposed a fuzzy TOPSIS method based on alpha level sets and applied it in bridge risk assessment. In this example, the likelihood and impact of different threats are assumed in linguistic variable forms and then are applied in bridge risk assessment by multiplying their related fuzzy values. Likewise, four effective criterion on impact severity are introduced. Experts propose their opinions in the form of these four criterions and eventually the severity impact is calculated.
Haslum et al. [11] proposed a fuzzy model for online risk assessment in networks. The main contribution of their paper is the fuzzy logic controllers. They were developed to quantify the various risks based on a number of variables derived from the inputs from various components.
Shameli-Sendi et al. [12] presented the FEMRA model, which uses fuzzy expert systems to assess risk in organizations. The risk assessment varies considerably with the context, the metrics used as dependent variables, and the opinions of the persons involved. Asset classification has a very important role in information security management. They have designed a security cube, which is a combination of valuable and important assets from a security perspective of the organization, and the Zachman model.
The main contributions of this work is that the assessment process is divided into two levels: managerial and operational. In operational level, with respect to regular categorization of Information Systems in organizations, some domains are defined and relative threats to each domain are determined. Then likelihood and impact of threat occurrence are assessed and calculated using MCDM and with each realm experts. The distinct approach of this model, compared with previous models, is that for determining likelihood and impact of each threat, effective criterions are considered for their measurement, and experts present their opinions with respect to these criterions. Therefore, assessment of likelihood and impact is based on effective criterions. It leads us to increasing accuracy and reliability of the results.
Another advantage of this model, compared with others, is that assessment of risks is not only done technically, but also the importance of Information Systems is taken into account with respect to goal and mission of organization and main procedures of business.
FUZZY MODEL
Human experts rely on their experience and judgement to estimate the risk. The concept of risk has a different meaning for different people. Fuzzy model is the best model to tackle this weakness. In this section, some definitions and properties used in this paper are introduced: Definition 1) There are different fuzzy numbers, the most interesting to calculate being triangular (see Fig. 1 ) and trapezoidal fuzzy numbers. 
Property 2) Yao and Chiang [14] compared Centroid and Signed distance methods and the results show that signed distance produces better results for defuzzification of triangular fuzzy numbers. The signed distance of triangular fuzzy number A = (a, b, c) is defined as follows and is used for defuzzification [15] :
Definition 3) In this model, linguistic variables are used to get experts opinion for weights of criteria and rate of alternatives, with respect to various criteria whose fuzzy equivalent is as follows [16] : Medium poor (MP) (1, 3, 5) Fair (F) (3, 5, 7) Medium good (MG) (5, 7, 9) Good (G) (7, 9, 10) Very good (VG) (9, 10, 10)
PROPOSED MODEL
Multi-criteria decision-making is a method based on decision making tables where the value of each alternative in decision making is determined by experts. The aim of multicriteria decision-making techniques is to rate and determine the priority among different alternatives.
MCDM uses various methods, the most famous and widely used being: AHP, TOPSIS and SAW.
As mentioned, the AHP method [7] is based on pairwise comparisons and is very accurate, but cannot easily be accepted by experts. Also, in the entropy technique, if all alternatives in a criterion have "very high" value, it leads to high decrease on weight of that criterion. In this work, we are looking for actual value of alternatives and the relative value to the "very high" case should be used for determining the value of that alternative.
In TOPSIS [10] , the chosen alternative should be as close as possible to the positive ideal and as far away as possible from the negative ideal solution. Therefore, if we apply the TOPSIS technique for assessing risk, it prioritizes and ranks the risks, but this is not our goal. Thus, the TOPSIS technique cannot be used directly in our model.
The Simple Additive Weighting method (SAW) [8] is the most popular approach for multi-criteria decision-making. In SAW technique, determining the weight of criteria in decision making tables is done according to answerers' opinion. Generally, this task is done either according to values of decision making tables like for the techniques of Shanon entropy and LINMAP, or it is directly determined by the answerers like pairwise comparisons or assigning weights directly by experts.
Since a practical model for any organization is our goal, the SAW technique was chosen for implementation. Also, since risk assessment is in a domain of ambiguous topics, fuzzy logic is appropriate for evaluation in uncertain subjects, and, by using it, experts can propose their opinion in a linguistic variable form like "very high", "low", etc.
The assessment process in the proposed model is divided into two levels: managerial and operational. Then, likelihood and impact of threat occurrence are assessed and calculated using MCDM and with each realm experts. The importance of each domain of Information systems is taken into account with respect to goals and mission of organization, and main procedures of business.
Assessment in Managerial Level
In this level, different domains of Information Technology (IT) assets are identified based on standard ISO/IEC 27005:
• Network services and communication infrastructures such as network software, hardware and connections.
• Hardware such as server and client computers.
• Application software such as financial system, production system and human recourse information systems.
• Databases.
• Knowledge and skills of the Information Technology personnel.
• Security equipment such as firewall and Antivirus.
• Communication services such as Email.
• Informational services such as Intranet (Web).
• Digital document such as technical plans and future designs.
Managers of Information Technology departments and other senior and intermediate managers, who are familiar with Information Systems, determine the importance of each asset domain by using SAW technology and the four main criterions: 1) the effect on the goals and mission of the organization 2) the effect on the main procedures of the organization 3) the effect on the production quality and organization services 4) the effect on customer relationship and satisfaction.
Assessment in Operational Level
In this level, in the first step, threats relative to each domain are determined based on [17] and appendixes B and C of standard ISO/IEC 27005 [18] . The occurrence likelihood of threats and their impact intensity are two main factors in risk level estimation. Therefore, in each domain, two decision making tables are made to evaluate these two factors. Then, each expert determines the importance of each criterion and the value of each alternative in relation to each criterion using linguistic variables. Eventually, using the SAW technique, the likelihood and impact of each threat will be clarified and the risk level is calculated by multiplying these two factors. The following table shows the effective criterions for determining the likelihood and impact intensity of threats: 
Execution Stages
To implement this model, 11 steps have to be done [9, 19] ):
Step 1) Obtain expert opinions in the form of linguistic variables about the importance of each domain of Section 4.1. It must be done based on decision making table ( Table  1 ) that shows the weight of each criteria.
Step 2) Obtain expert opinions in the form of linguistic variables to evaluate the importance of the criteria.
Step 3) Obtain expert opinions of each domain about of likelihood and impact of each threat related to each domain in the form of linguistic variables ( Table 2) .
Step 4) Replace linguistic variables with fuzzy variables based on Tables 2 and 3 . Merge all expert opinions in each domain and establish a decision making matrix. x ij and w j are triangular fuzzy numbers and assume that our decision group has k persons: 
Step 5) Linear normalization of consolidated matrix through the following relationship (category B is related to incremental criteria and category C is related to decremental criteria): 
Step 6) Deffuzification of combined weights through signed distance method and normalization through the following formula:
Step 7) Calculate weighty matrix:
Step 8) Multiply the fuzzy values of likelihood and impact of each threat and calculate the probability of the threat occurring in each domain.
Step 9) Deffuzification of fuzzy values by Signed Distance method for each threat and calculation of the risk level for each domain.
Step 10) Calculate the overall risk level of organization by multiplying the risk level of threat with every domain importance Coefficient.
Step 11) Match the result with Table 4 for determining how to deal with risks.
All the values of Table 4 were derived through the implementation of the 10-step risk assessment process for these individual ranges.
EXPERIMENTAL RESULTS
To verify the efficiency of the proposed model, it has been implemented in the IT section of a supply chain management company. In our evaluation, 81 threats [1, 20, 21] and 9 domains had been defined in advance. At first, to determine the importance of each domain, experts proposed their opinion in the form of linguistic variables, according to the managerial and operational levels. Table 5 illustrates the importance of each domain (Step1). The results are reasonable, based on the business process of this company and the relationship with its suppliers. Table 6 illustrates the threats related to the digital documents domain. We continue the presentation of our results with this domain and eventually with the results of all domains (Tables 21-28 ). In the operational level, our goal is to indicate the likelihood and impact of each threat in each domain and, eventually, calculate the risk level. As Tables 7 and 8 illustrate, in the next step, experts compare the criterions related to likelihood and impact of threats (Step 2). The experts use the linguistic rating variables to assess the rating of threats with respect to likelihood and impact criterions as shown in Table 9 (Step3). Tables 10 and 11 show the fuzzy Tables 16 and 17 . The probability of a threat occurring in Using this process, we can calculate the risk level of all threats related to the other domains. At the end of paper, the results for all domains are available. Table 29 shows all threats with the related risk level in ascending mode. 
CONCLUSION
To implement an ISMS, we need a powerful tool to assess risks within an organization. In this paper, we proposed a fuzzy expert system to assess the risks of Information Systems. In the proposed model, a fuzzy technique was used to connect expert opinions with linguistic variables. These linguistic variables reflect the expert opinions more precisely. The distinct approach of this model, as compared to previous models, is that for determining the likelihood and impact of each threat, effective criterions for their measurement have been considered. Finally, experts present their opinions with respect to specific criterions leading us to increased accuracy and reliability of the results. 
